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Abstract—Mobile Ad hoc Network (MANET) routing protocols  networks that takes place. Supporting this functionalityai
have been the focus of an accomplished research effort for well documented aim of the MANET community and in this
many years within the networking community and now the na56r e are presenting the design and evaluation of the
results of this effort are beginning to show. With protocol . . . .
development maturing (and now typically concentrating on a flrs_t formal implementation of a solution that s_olves thlsa_g_o
smaller number of standardised routing protocols), increasing Using a MANEMO approach. We call our solution the Unified
numbers of deployment successes are materialising. However, MANEMO Architecture (UMA) and in addition to supporting
despite these successes and the relative stability of the protdco this primary aim of persistent global reachability, the UMA
implementations, seamlessly incorporating MANETSs into the protocol also incorporates a number of other positive aspec

Internet still presents many challenges that have hindered their . - . . .
deployment in important mobile scenarios. In this paper we including the ability to provide structured AAA solutions t

discuss the inherent properties that have affected the adoptionf ~ Unstructured MANET topologies and the potential to support
MANET solutions and present an innovative new protocol which a Multihoming approach that does not effect the size of the
has been designed to comprehensively address these challengeglobal routing tables. Finally, the UMA protocol has been
Using performance results acquired from our experimental gegigned to be a near term solution to the scenarios it stgopor
testbed, we demonstrate how our approach can be used to
produce MANET solutions that are highly suited to use in and as a result can be d_eployed for use across any IPv6
synergy with the current Internet architecture. Our protocol is €nabled access network without the need to update any of
based on the concept of integrating MANET routing protocols the infrastructure or the access network itself.
with Network Mobility (NEMO) technologies to produce what is ; ; . ;
termed a MANEMO solution. This has meant that by utilising I Lgedf;ér%fetT;lse pp?r?)(te)ll‘elri Fgfiigfgrtﬁz fg:lc?t\),\élsl'algdrseescstilsg
the properties of both of these technologies we have been able to o = .
realise a solution that provides mobile networks with the efficient for MANET nodes and highlight existing solutions that have
localised communication and robustness of MANETS, as well as been proposed. In addition we introduce our proposal of how
the global reachability and the ability to provide structured AAA NEMO technologies can be employed to create an entirely
that a NEMO approach can support. new approach to solving this problem domain. In Section IlI
we present the design of our proposed solution, the Unified
MANEMO Architecture (UMA) protocol and highlight its
MANEMO is a relatively new and immature concept. Th@enefits and capabilities. In Section IV we present ourrigsti
term MANEMO itself can be loosely defined as describingesults and an analysis of the general performance cafpebili
techniques which combine the properties of Mobile Ad Hogf our experimental implementation of UMA. Finally in Sec-
Networks (MANETSs) and the NEMO Basic Support protocalion VI we provide our conclusions of this work and discuss
(NEMO BS) [1] to produce solutions which benefit fromhe feasibility of the UMA approach.
the positive characteristics of both approaches. In thjgepa
we introduce how the MANET problem space can benefit
from the introduction of NEMO concepts. By incorporating an Il. BACKGROUND
innovative Home Agent and bi-directional tunneling apgtoa
similar to the one utilised by NEMO BS into a MANET MANEMO protocols incorporate the use of both MANET
routing protocol we have been able to produce a routimnd NEMO. In this section we analyse the current outstanding
technique that provides a comprehensive solution to somepsbblems that arise when MANET nodes are introduced into
the main problems affecting the uptake of MANETs todayhe Internet. We describe why this problem of supporting
The key aim of this technique is to ensure that MANETGlobal communication for MANET nodes occurs and high-
nodes are able to maintain persistent global reachahilitheé light existing solution approaches to the problem. Finakg
Internet whenever any one node in a MANET has Internptovide a brief overview of NEMO BS and explain how it can
connectivity, and maintain that reachability irrespestiof be used to solve the MANET global reachability problem by
any subsequent roaming across heterogeneous Internassacceeating a MANEMO solution.

I. INTRODUCTION



A. Mobile Ad Hoc Networks (MANETS) MANET used to transmit packets into the Internet would be

Mobile Ad Hoc Networking (MANET) protocols support required to map the private addresses of MANET nodes to
node mobility (Mobile Host and Mobile Router) by performing? topologically corr_ect gllobal IP a_ddress. Therefore ineord
routing information exchanges that have been specificaf§f @ MANET that is reliant on this approach to roam onto
optimised to support mobile networking between nodes whié! acCess network, the Acpess unter vyould need to have
predominantly have no prior infrastructure in place. MANEP&en upgraded to support this technique prior to the MANET's
routing protocols can be classified as one of two main styles'@aming attempt. This means that basic access networks that
protocol, Proactive or Reactive. Proactive MANET protacolhave only been designed for single host connections would no
such the Optimised Link State Routing protocol (OLSR) [21?e able to support the intrqduction of MANETS. Thi_s approach
periodically disseminate routing information betweerohlihe ~ could also potentially require the Access Router to insaagle
mobile nodes in a MANET in the same way that a tradition@mounts of state at once if a single Gateway with a large
routing protocol would, only in an optimised fashion. FofFluster of MANET nodes attached behind it roamed onto the
example, OLSR assigns a subset of the mobile nodes if*gcess Router's network.

MANET with the task of operating as Multi Point Relays 2) Auto-Address Configuration Based Approacfo sup-
(MPRY); routing information is then disseminated only bysthiPort MANET networks connecting to arbitrary access net-
subset of nodes in order to reduce the amount of routiM§rks, an approach calleduto-Address Configuratiofi7]
protocol overhead experienced in the MANET. On the othéPuld be employed. With this approach each node configures
hand, Reactive MANET protocols such as the Ad Hoc Ofn address that is topologically correct in relation to tbeeas
Demand Distance Vector routing protocol (AODV) [3] donetwork that the Gateway node has connected to. Therefore
not disseminate routing information; instead mobile noddd order to work, this approach requires the Gateway node

utilising this kind of routing protocol only solicit for rding {0 disseminate the topologically correct access netwoekpr
information as and When they need |t to a” Of the nOdes W|th|n the MANET. Once a node n the

MANET recognises the availability of a new access network

B. Current Limitations of Global Communication Wwithprefix it would construct a new address from this prefix. Then
MANETSs each MANET node would need to configure a new address

Mobile Ad Hoc Networking is a maturing area of researcfrom this prefix, every time the Gateway node changed its
and development that has seen many innovations; howelaation. Consider a scenario whereby a single Gateway node
the inherent complexity of the MANET problem domain hass providing access to the Internet for a cluster of 10 MANET
ensured that there still remains many challenges to oveecomodes in total. If the Gateway node initially has a connectio
MANET protocols were originally designed to support intervia a publicly available WiFi network, each of the MANET
communication between the nodes connected to a MANETgdes will configure a topologically correct address based
but over time they have been augmented to support coon the Access Routers network prefix. If the Gateway node
munication with any node on the Internet from within thehen roamed away from the WiFi network and established a
MANET via Internet Gateways [4]. Whilst different MANET UMTS cellular connection, all of the MANET nodes would be
protocols offer varying techniques for supporting this éyprequired to carry out this initial address configurationgess
of communication with nodes external to a MANET, theragain, as they would every time the Gateway node changed its
still remain many limitations. For instance, a Mobile Ad Hodocation. This problem would potentially become increghin
Network cannot leak its routes directly into the Internet sworse as the numbers of nodes within a MANET increased,
therefore changing its point of attachment can be problematas information about the topologically correct prefix fockea
If a MANET of nodes wishes to roam across heterogeneonsw Access Network would need to travel further (more hops)
networks, each Access Router they connect to the Interaet givay from the Access Router as the MANET grew in size.
must be equipped to support their connection. If a MANET
of nodes roams onto a new access network and (in the mbstHow NEMO Can Help
straightforward case) is connected to that access netwark v By default, if an IP enabled node changes its point of
single point of attachment (Internet Gateway) then somgthiattachment to the Internet it must configure a new address
must be done in order to ensure packets can be routed outhaft is topologically correct for use in its new location.igh
and back in to the MANET. Typically this could involve oneresulting alteration in the address that the node utiliges t
of two approaches, discussed in the following subsections.communicate with other nodes in the Internet ultimatehakse

1) NAT Based ApproachA potential approach for sup- any existing sessions that the node initiated using itsipusv
porting communication in these scenarios is to ensure tlatdress. In addition if a mobile node has a constantly cingngi
the addresses used by nodes within a MANET are alwagddress this also prevents other nodes in the Internet from
considered private and never used externally to the MANEACtually initiating a communication session with it be@us
itself. The Access Router in the access network could théndoes not have a permanent, static address it is always
be augmented to use a Network Address Translation (NAZdntactable via. Mobile IPv6 (MIPv6) [8] is a technique that
[5] technique specifically designed to support the conpactiis designed to address this problem and NEtwork MObility
of MANETS [6]. In this approach the Access Router that thtNEMO) is the augmentation of MIPv6 that supports the



movement of entire networks of moving nodes. Using theackets into the Internet. Once packets leave the MANET,
NEMO Basic Support protocol (NEMO BS), mobile networkdéJMA then employs a technique of HA inter cooperation
can be provided with a persistent set of globally reachalileat ensures that any MANET nodes can connect to the
Internet address prefixes that can be routed to a mobligernet via any available MANET. It is important to note
network’s ever changing location, without any of the desicdhat for our implementation we have specifically designed th
that are attached to the mobile network needing to be awai®A protocol to support entire mobile networks of hosts and
of their own mobility. therefore whenever we refer to a MANET node we considered
In the NEMO BS model, the mobile entity is considered tthis node to be a mobile router. However UMA does also
be a Mobile Router (MR) that manages the mobility of theupport the more simplistic case whereby each of the MANET
entire network over its Egress interface (i.e., its conpecto nodes operates as an individual host.
the Internet) and presents its Ingress interface to IPvécdsv i
as a normal, static IPv6 connection. This is made possitfle R0aming
through the use of a Home Agent (HA) situated on the Home With UMA, a MANET node can access the Internet via
Network of the MR; in the case of NEMO BS, the HAone of two methods. Either it can establish its own direct
forwards packets destined for entire prefixes of addressds tconnection to the Internet, in which case the node performs
are attached to the MR. As the MR moves around and changdjes role of a Gateway. Or it can establish a connection to the
its point of attachment to the Internet, it configures a newe€a Internet indirectly, via an existing Gateway. MANET nodes a
of-Address (CoA) based on the prefix of the access networloitly required to build a topologically correct Care-of-Adds
is currently connected to. The MR then subsequently registéCoA) if they fall into the former category and establishithe
this CoA with its HA and they build a bi-directional tunnelown direct Internet connection via an access network. lir the
between one another, this registration process is called ttonnection is indirectly established via other MANET nodes
Binding Update (BU). When a node attached to the MR théhen packets are routed into and out of the MANET based on
sends packets into the Internet, they are first tunneledn@a the tunnel that the Gateway already has in place with its HA.
HA and conversely, for any packets sent from a node in ti® ensure this is possible, when a MANET node performs a
Internet towards the MR, the HA intercepts them and forward&nding Update (BU) via a Gateway the HA must therefore
them to the MRs current location via the bi-directional telin record which tunnel the BU request arrived via and install
Our previous research carried out in this area led us to idenutes to the MANET nodes and its associated prefixes via
tify that it would be possible to leverage the approach aelbptthis tunnel. Once incoming packets reach the Gateway via its
by the NEMO BS protocol to allow entire MANETS of nodesbi-directional tunnel, they are then routed onward to threamt
and mobile networks to legitimately transmit packets ifte t node in the MANET using the routes installed by the OLSR
Internet without any cooperation from the access networlANET routing protocol. This approach, as described so far,
Essentially, the bi-directional tunnel approach imposed Welies on the newly connecting MANET node sharing the same
NEMO BS prevents packets transmitted by nodes in a mobHA as that of the Gateway. In order for the packets to reach
network from being Ingress Filtered [9] by the access nétwothe HA in the first place, they must first be routed normally
and ensures that packets destined for those nodes arerdélivéhrough the Internet. This would therefore only happen for
to the correct location in the Internet. If this functiomglis MANET nodes that the HA already maintains prefixes for,
therefore incorporated into the gateway node of a MANET #&s these would be advertised by the HA into the Internet
can then feasibly perform these operations on behalf offall imfrastructure.
the MANET nodes that it provides an Internet connection for. As a result a process must also be in place that ensures
This is the basic principal that has driven the design of otitat when a MANET node that is registered with a different
Unified MANEMO Architecture (UMA) solution. HA attempts to utilise the Internet connection of a Gateway,
it is also supported and its registration request is alsdezhr
. UNIFIED MANEMO ARCHITECTURE out with the its HA as well as the HA of the Gateway. To
In this section we present the design of our MANEMQ@@jive an example of where this problem may occur, consider
protocol, the Unified MANEMO Architecture (UMA). With an emergency situation such as the breakout of a fire in a
the UMA protocol every MANET node sets up a bi-directionabuilding. In this scenario the emergency services crews tha
tunnel with its HA whenever it is able to establish its owmttend the fire would all employ systems based on the use of
direct connection to the Internet. At the same time, all &JMA (to support PAN networks for the individual emergency
these nodes also maintain an ad hoc communication interfaegvicemen and vehicle networks for their fire engines and
over which they participate in Optimized Link State Routingmbulances). Depending on the nature of the emergency the
(OLSR) protocol exchange to establish a MANET with othdfire brigade are likely to be the first of the emergency sesvice
MANET nodes around them. When a MANET node is abl# attend the scene. In the period in which only the members
to establish a direct connection to the Internet, it assutmes of the fire brigade are present, all the MANET mobile routers
role of a Gateway. In this role, the MANET node providesarried by the firefighters will have originated from the same
the opportunity for other nodes connected to the MANET tdome Network (i.e. the fire brigade HQ) and therefore will all
utilise its pre-existing connection with its HA to forwarkeir be registered with the same HA. If it is possible that people



have been or may be injured because of the fire then the scef®NET nodes and their actual HA (the Target-HA). In this
will also be attended by paramedics. When the paramedizse when the newly connecting MANET node recognises
arrive they would undoubtedly benefit from the ability tdhat the advertised HA of the Gateway is not located on its
communicate on the same network as the fire brigade addme Network and switches its operational mode to perform
therefore incorporating their mobile routers into the gxgg a UMA Proxy-Bind. To perform a Proxy-Bind the MANET
network should also be supported. However since their raobilode inserts the address of its own HA (the Target-HA) into
routers will originate from a different Home Network (thethe BU message and sends it to the Gateway’s HA. When
hospital network) and therefore be registered with a diffier the Gateway’s HA receives this BU it assumes the role of a
HA, the UMA protocol must behave differently to supporProxy-HA (and after authenticating the node) it begins the
these new additions to the MANET. Home Agent to Home Agent (HA-HA) binding process. To
In protocol terms, if a MANET node can only obtain ardo this the Proxy-HA sends a separate HA-HA BU to the
indirect connection to the Internet via a Gateway, then tifarget-HA requesting simultaneously, the setup of a HA-HA
principal concern is whether that node is registered with thidirectional tunnel to carry packets directly to the MANET
same HA as the Gateway or a different one. So referring to thede and a binding registration for the MANET node itself.
fire scenario, if a paramedics mobile router seeks to establiThe Target-HA then registers the MANET node and sets up
a connection to the Internet indirectly via a Gateway thes route to it being reachable via the newly created HA-HA
it first ascertains whether the Gateway is registered with thunnel.
paramedics HA or the fire brigade HA. If the newly connecting Forming this direct HA-HA tunnel link between the Proxy-
MANET node detects that the Gateway is registered with théA and the Target-HA ensures that the Target-HA is able to
same HA as itself (i.e. the paramedics HA in this case) wemnsmit packets to the MANET nodes Home Address via an
refer to this as an Aggregated Roaming Scenario. If howewaddress that would otherwise be unreachable (the address th
the newly connecting MANET node detects that the GatewdANET node propagates throughout the MANET). Since the
is registered with any other HA (i.e. the fire brigade HA) waddresses used within the MANET are not leaked into the
refer to this as a Non-Aggregated Roaming Scenario. Here Ww¢ernet, the combination of the HA-HA tunnel and the pre-
outline how the operation of the MANET node and the HAexisting Gateway tunnel provide a direct link for the Target
will differ in these two distinct scenarios: HA and its associated MANET node to transmit packets via.
1) Aggregated Roaming Scenaridn this scenario (illus-
trated here in Figure 1) the newly connecting MANET node >
will send its registration request message directly to th
\

Node 3

Gateway's HA (which is also its own HA). Receiving this
type of request message signals to the HA that a MANE'
node is trying to indirectly bind to it via one of its existing
tunnel connections that it already has in place with anothe N~ Node 1
one of its MANET nodes. Subsequently, after ensuring the
the newly connecting MANET node is permitted to registel
with itself, the HA will record the details of the tunnel that

| Mo
I

®

the registration request was received via and then instates : s
to the newly binded MANET node and its connected prefixeg usemo s oo t\ﬂ e e
via that tunnel. Home ALY PR Mome e

Node 2

Node 2

Fig. 2. Non-Aggregated Roaming Scenario
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i B B. Inter-MANET Mobility
o Once the connections between Gateways and their HAs have
& _ B been established, the routing of packets from HAs to all of
CLECS HaAgent (HAT), the nodes in a MANET is based upon tunnel ID. This simple
and efficient concept means that mobility between different
Fig. 1. Aggregated Roaming Scenario MANETSs only translates into the process of a single route

modification on the HA. To demonstrate this, again consider

2) Non-Aggregated Roaming Scenario:The Non- the fire in a building scenario; in a situation where all of the

Aggregated Roaming Scenario (illustrated here in Figure RJANET nodes in the scenario have formed into a topology
refers to the situation where a MANET node tries to establigionsisting of two distinct MANETS (as illustrated in Figure

a connection via a Gateway that is registered with a diffiere). In this illustration, the movement of the paramedic Node
HA. In this situation the Gateway’s HA will behave as & from MANET 2 to MANET 1 would result in the need to

Proxy-HA, forming an indirect link between any legitimateonly update the paramedic HA with the new tunnel ID number



that packets destined for Node 3 should be forwarded via.
This is because both of the Gateways are also paramedics and
therefore Node 3’s binding with its HA will remain valid so
just the path it can be reached via must be updated. Similarly
in the case also illustrated where the fire brigade Node 4
moves from MANET 1 to MANET 2, again a simple route
modification will be all that is required. When registeringhwi

MANET 2

(Fire Brigajle)

(Parafnedic)

its HA via MANET 1, the fire brigade Node 4 will have formed art U

a proxy connection with its HA via the paramedic HA. If any ()t“f
subsequent movement made by Node 4 results in it registering mik__;;' 3}'
via the same Proxy-HA (in this case the paramedic HA) the “"?;;:"’”f £
change in location need not be reported beyond that Proxy- b

HA. Since the fire brigade HA and the paramedic HA already @""'"””““‘
have a HA-HA tunnel in place and a valid binding for Node Fire Brigade HA Paramedic HA
4, the Paramedic HA can simply update the tunnel ID number

that Node 4 can be reached via without needing to inform the Fig. 3. Inter-Stub Mobility

fire brigade HA of any change. It is also important to hightigh
that the HA-HA tunnel connection need only be instantiated

once, irrespective of the number of proxy connections Wh'%uters (labelled Access Router 1 - 3) and three IPv6 enabled

tr}et?] su“l/)lz?\lqéjﬁntlydutlllge I'\;':‘l\?g[]'lcons'de“ngtF'glgé %Oth Cisco Aironet WiFi Access Points. In all of the experiments,

g. g iqade H : 0 edst\:: fthe M A|\\/|v|§-r|-e rec?ls ?reMXVI\IIET Zeseparate interfaces on two of the static routers were used to
Iré brigade RiA and two ot the hodes in provide one Home Network and one Access Network per

were also registered with this HA, there would still only eve

be a requirement for one HA-HA tunnel. Once the first fir1%(])uter. In addition, all three of the static routers wereoals
. - o } . Ihterconnected together using a further interface to jpi@an
brigade MANET node has successfully initiated its conrecti g 9

. : . . Ethernet backbone between all of the networks. Connected to
with the fire brigade HA, any subseguent c_onngctmns mgde '3ch Home Network interface via Ethernet was an individual
the same Proxy-HA (the paramedic HA in this case) simp C configured to operate as a HA (labelled HA1 and HA2

utilise the existing HA-HA tunnel which is already in place.in the diagram). Connected to the Access Network interface

In addition, this routing approach of forwarding packetgf each static router was an IPv6 enabled Aironet Access

to the appropriate MANET based on the tunnel ID they alSoint configured to operate in 802.11g mode. Finally, the five

reachable via has the additional benefit that any subsequga_enabled Linux laptop PCs were configured to operate as
movement the Gateway performs can be carried out TranSPYANET nodes and therefore form one or more MANETS dur-

_(T_rr:ﬂy o the rﬁSt %f the MANET tfhat s Cpnn'\i;tﬁg_?e?inddihlg testing. Testbed 2 (illustrated in Figure 5) on the otieard
IS means that the movement of an entire OF N0UGFas designed to illustrate UMA's potential to be deployed fo

across heterogeneous access networks caused by the gha 8 over the Internet at present, so we therefore incogmbrat

pqint_ of attachment of a Gateway, only ever requires a sinq e use of geographically dispersed UMA-enabled HAs (which

Blnd!ng Upd_ate exch_ange to take place between the _Gate located at the University College London’s computing

ggdo'rtsl |(;|0A0 &f;%eft:: dgfswhether the MANET contains 10depart_ment and Lancaster University's m_ain campus nejwork
: and Wide Area Internet access technologies (such as a HSDPA

IV. TESTING AND RESULTSANALYSIS link via Vodafone's cellular data network and a satellite

. . communication link via SES Astra’s satellite network).
In this section we present and analyse the results of our

experimental evaluation of our UMA implementation which Over each testbed we perfqrmed a4 stage roaming proce-
we developed on the 2.6.22 version of the Linux kern (ilure that tested each of the different potential UMA Binding
In order to perform the testing we configured two distinc pda(tje dp{rcl)cisse; thaE[. can take _placed chor each”s;:lge we
testbeds. Testbed 1 (illustrated in Figure 4) refers to ghgcorded the handover imes experienced, the overa ghrou

standalone setup we devised where all of the associatet'cdae:ntipUt a;hlet\{(?]blf tr? ncljwfze handovr(]-:- rh hgd ta;}en place” anccii f\lso
of the testbed are located in the Computing Department at L&He efiect that the approach hag on the overall end-to-

caster University. This setup consisted of five UMA-enable d cl:atency bztwetel\rll 3 h(gst otn tthe -If-eSt No:etnetwofrlaar'&d
laptop PCs (configured to operate as MANET nodes), ea { ~orrespondent Node. Lur testing for each stage o

consisted of a 2Ghz AMD Athlon Processor, 512MB RAMmob|I|ty we configured was based on the following three step

an onboard Atheros Chipset 802.11b/g wireless interfade focedure:

a Cardbus Atheros Chipset 802.11a/b/g wireless interfacel) For each stage we first determined the handover time
This testbed also included two UMA-enabled Linux desktop  experienced by using the Ping6 utility in collaboration
PCs with 2Ghz CPU, 512MB RAM & 80GB hard drives with the network packet analyser Wireshark. This in-
(configured to operate as HAS), three static IPv6 enablecbCis volved setting the ping request interval to a high value (1
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Fig. 4. “Standalone” Experimental Testbed Setup Fig. 5. “Global” Experimental Testbed Setup

request every 0.01 seconds) and then recording the tia hoc interface address as its Care-of-Address (CoA) wath i
difference between the time the last ping reply was réA as this address is already distributed within the MANET,
ceived (i.e. the beginning of the roaming procedure) awhich means the node is able to avoid the costly process of
the time the next reply was successfully received (i.e. tlenfiguring a topologically correct address as it must da if i
point at which the connection was reestablished). establishes a direct connection to the Internet. This tbere

2) Once the connection was established, the Ping6 utilitgsults in a relatively quick handover time of under 1 second
was then used to collect 1000 Round Trip Time (RTTin Testbed 1. In Testbed 2 this figure unavoidably increases n
measurements to obtain an average latency value. only because the round trip time between the Test Node and

3) Finally, once the latency test was completed, TCi®&s HA is much greater, but also because of the lossy nature
throughput was determined using the NetPerf bandwidtif the link. In many cases we observed the loss of the initial
measurement tool. BU message that the Test Node transmitted, which ultimately

For each step in the testing procedure, this regime wgduses a longer handover as the node waits to retransmit a
repeated 20 times to ensure the results were consistent. ¥g€0nd (and in some cases third) BU message. In Testbed 1
present all of the results from our experimental evaluatioer in this scenario we also saw slight increases in the overall
both testbeds in their respective sections below and peoaid latency experienced and a slight decrease in the throughput
summary of the results for Testbed 1 in Table | and Testb&#gasured. This is expected since additional hops via the ad

1in Table II. hoc wireless connections between Node 1, Node 2 and the
Test Node are introduced into the end-to-end path. However
A. Stage 1: UMA Aggregated Roam in the case of Testbed 2 these increases were undetectable

Stage 1 of our testing process was designed to emule’ecause the fluctuatiqn in latency and throughput Caus_ed by
an Aggregated Roaming scenario. In this stage Node 1te HSDPA network link were so large that they effectively
connected to its respective HA (HA 2) and therefore acts Ji@Sked any performance degradation experienced within the

a Gateway providing an in-direct connection to the InternANET itself.

to Node 2 over its ad hoc interface. The Test Node then

loses its own direct connection to the Internet but is prmtneB' Stage 2: NEMO
with the opportunity to reestablish its connection via N@de The movement in Stage 2 represents the Test Node roaming
Therefore because the Test Node was configured to originateay from the MANET it joined in Stage 1 and establishing
from the same HA as the Gateway (Node 1) in this situatioits own direct connection to the Internet via Access Router 3
no HA-HA communication would be required to take place ds this situation the Test Node detects that it should act as a
binding requests from the Test Node would immediately rea@ateway because it becomes involved in the IPv6 Neighbor
its own HA (HA 2) after being tunneled out of the MANET.Discovery process over the interface connected to Access
In each of the roaming procedures where the Test NoBmuter 3 and therefore configures a topologically correct
establishes a connection via an existing MANET, the nodeldress that is valid for use in that network. Again, in this
is able to perform a ‘Make-before-break’ handover, wherelgjtuation it is possible for the MANET node to simultanegusi

it establishes a layer-2 connection with a MANET node firgstablish an alternative (direct) connection to the Irgern
which it can utilise as soon as it loses its direct connectiion at layer 2 whilst it continues to communicate with Internet
the Internet. In addition the node is also able to regisseowin nodes via its existing connection. This therefore resuits i



the MANET node again being able to quickly perform & performed) and a potential connection with one Proxy-HA.
handover once it chooses to switch interfaces as it willbalye With this in mind, these preliminary evaluation results are
have configured a topologically correct address with which encouraging display of the overall capabilities of the UMA
communicate over the Access Network as well. The resultipgotocol. In addition to the performance observations wedena
configuration that remains in place once the handover in thiden this stage was carried out over Testbed 1, this roaming
Stage has been performed offers the best overall latency atage also involved communication over the satellite litiew
throughput performance capabilities because the Test Node performed it over Testbed 2. Utilising this link therefor
is directly connected to the Internet and therefore doesimtiposed harsh limits on the level of throughput achievable
transmit its packets over any additional wireless hops. Whand also increased the Latency experienced significanty. W
carried out over Testbed 2, the resulting network configmmat also observed the highest level of loss over this link and
from this roaming stage again provided the best performaniteés contributed negatively to the average handover time we
results as the Test Node was ultimately connected to thexorded.
highest quality link and registered with the closest HA (HA
2). D. Stage 4. UMA Gateway Roam
Finally, we wanted to test the implications of roaming the

C. Stage 3: UMA Non-Aggregated Roam Gateway node when it has a Non-Aggregated connection in

In addition to testing the Aggregated Roaming Scenarface via a Proxy-HA. To achieve this, we used the resulting
it is then important to understand the implications that thHdANET network configuration that remained in place after
additional overhead imposed by the Non-Aggregated Roamitige testing performed in Stage 3 and instead of causing the
Scenario has on the performance of UMA. Therefore in thigest Node to perform a roaming procedure, we roamed the
stage of the testing we caused the Test Node to perfornGateway (Node 3) from Access Router 1 to Access Router 3.
similar handover to an existing MANET by roaming it fromSince all of the packets that are transmitted between the Tes
Access Router 3 to Node 4. This movement subsequenipde and its HA in the Non-Aggregated Roaming Scenario
causes the Test Node to initiate a Non-Aggregated Bindiage routed based on the appropriate tunnel ID numbers (i.e.
Update because Node 3 (the Gateway) is registered withth the HA-HA tunnel ID and the Gateway’s tunnel ID),
HA 1 whilst the Test Node is registered with HA 2. Thighe extent of the packet loss experienced by the Test Node
situation therefore highlights the performance impligas of is only determined by the loss of availability of the Gateway
the proxy bind request and of the HA-HA communicatiomonnection. For this reason, the roaming of a Gateway from
that is associated with it. What we witnessed in this testirmne Access Router to another is the same procedure that a
stage was a slight but acceptable increase in the ovefdEMO mobile network performs when it changes its point
handover time required in comparison to the Aggregated attachment to the Internet. This is because the Gateway
Roaming Scenario and similarly acceptable degradation node must first break its connection to an Access Network
the latency and throughput performance. This overall pen order to subsequently reestablish it with another, déffie
formance hit could obviously be expected since the bindifgccess Network. As with the NEMO BS protocol, this layer
process in this scenario involves an additional party and @rhandover time imposes significant performance implicatio
increase in the overall amount of processing that must ba the overall network layer handover time experienced in
performed. In addition, the introduction of the Proxy-HAdn these scenarios. This stage in our testing highlights that t
the network configuration also impacted on the overall kagenperformance experienced when using the UMA protocol is
and the achievable throughput. Packets in this scenarie wenly ever at worst equal to the performance that is supported
transmitted via an additional hop via the Proxy-HA beforby the NEMO BS protocol.
reaching the Test Node’s own HA, but also incurred the In this stage of the testing, the resulting network configura
processing overhead of a further IPv6-in-IPv6 encapsiatition that is in place after the Gateway’s roaming procedai® h
phase between the two HAs. It is important to note thabmpleted is exactly the same as in testing Stage 4 (i.e. Rode
this procedure represents the most complicated roamingt eveerforming the role of Gateway node with Node 4 and the Test
that can occur with UMA, and therefore no other UMANode attached behind it). Therefore the latency and through
roaming scenario results in an operation with any greateut results from the testing performed over Testbed 1 were
level of processing overhead. Whilst variable factors suxh abserved to be very similar. In contrast however, the rigult
the density of the MANET (and thus the number of ad howonfiguration in this stage when we performed this testing
wireless hops packets must travel before they are deliyereder Testbed 2 culminates with the Gateway node (Node 3)
or the distance between two inter-communicating HAs wiliccessing the Internet via an 802.11g Access Point corthecte
affect the overall service received by a node in a MANETo the IPv6 Testbed at Lancaster University. This therefore
using UMA, the amount of processing in the HAs imposerksulted in much improved performance to that experienced
by the protocol never increases. Regardless of the numbelirofStage 3 where the Gateway was attached to the satellite
nodes in a MANET or the possible configuration of the HA:jetwork of SES Astra. However, in comparison to the results
for any individual MANET node the UMA protocol will only attained over Testbed 2 during Stage 2 of our evaluationrfwhe
result in one level of IPv6-in-1Pv6 tunnel (no nested tuimgel again the Gateway node has a connection to the Internet via



an 802.11g Access Point connected to a relatively high speed
network) the throughput performance was considerably dowe
In this situation we ascertained through additional anslys
that the bottleneck in this situation was in fact imposed by
the path available to the HA located at UCL, we were able to
determine that even a direct transfer between these twe site
was constrained to similar levels of throughput as those we
recorded with UMA.

V. FUTURE WORK

In addition to the direct benefits we have outlined, the UMA
approach also introduces potential advantages in a number
of other areas, including Multihoming and Authentication,
Authorisation and Accounting (AAA) for MANETS, these will
be explored more as part of our future work.

A. Multihoming

Multihoming in mobility scenarios is a highly useful con-
cept. The use of multiple available connections to the ier Fig. 6. UMA Multihoming
can help improve the resilience and reliability of a nodatei-
net connectivity as well as provide an opportunity to perfor
more seamless handovers. Figure 6 illustrates a scenariqoiocess it is therefore constantly available to authetgtica
which a newly attaching MANET node (Node 3) has threthe MANET Node and can be subsequently billed for the
available Internet access options. Two indirect connastionodes service usage if necessary. Accountability is inaport
to the Internet via existing MANETs and one direct conbecause if we consider a typical Mobile Ad hoc Networking
nection via a UMTS interface. This type of communicatioscenario whereby nodes in the MANET wish to communicate
situation could be feasibly expected to arise in many typicexternally with nodes in the Internet, the Gateway nodes are
MANET scenarios. By leveraging the concept of Multipleequired to perform an unfair role in the overall communi-
Care-of-Address Registration (MCoA) [10] within UMA, thecation model. This is because the Gateway nodes will be
newly attaching MANET node could make use of both ofequired to carry the traffic of other nodes in the MANET
the available in-direct connections to the Internet as wsell as well as its own. Arbitrarily requiring nodes to perform
establish its own direct connection via its UMTS interfacthis function may be infeasible in certain scenarios, esfigc
to register three simultaneous bindings with its HA (HA3)if the Gateway node accesses the Internet via a potentially
Using this approach the MANET node is able to registeesource constrained or financially expensive access mediu
simultaneous locations that it is reachable at with its HAc® In these scenarios, the Gateway node will suffer a deg@tati
registered, the MANET node and the HA can then chooge their own service and possibly incur additional costse Th
which connection to transmit packets via based on policy trter-HA communication system employed by UMA ensures
connectivity quality. In addition, this approach also wbulthat the HAs of Gateways are potentially able to maintain
also enable MANET nodes to perform near instantaneoascurate records of which other MANET nodes have utilised
handovers since parallel layer 3 connections can be esttedli the Gateways Internet connection and how much traffic they
and then switched between as and when required, resultindhave transmitted in total. At present our implementatioty on
almost no disruption. performs basic Access and Authentication checks, but itifs o
intention to integrate a comprehensive AAA solution inte th
UMA model in the future, in order to demonstrate the poténtia

The ability to efficiently and accurately perform Authenbenefits available through using this approach.
tication, Authorisation and Accounting (AAA) is a funda-
mental component of most successful networking solutions.
Performing effective AAA in Mobile Ad hoc networks is In this paper we have presented our approach to extending
inherently difficult because of the infrastructurelessumatof the functionality of MANET routing protocols through the
ad hoc networks. UMA has been designed in a manner whigke of a MANEMO based solution. By integrating NEMO
attempts to provide a potential solution to these AAA cortechniques with existing MANET technology our UMA pro-
siderations by leveraging the structured approach of the-In tocol is able to provide a comprehensive solution to pragdi
HA communication process imposed by the UMA protocoflobal connectivity to MANET scenarios. The UMA approach
This process ensures that there is always static entitjadl@i has been designed to support entire mobile networks of .hosts
that is directly associated with any MANET node (i.e. thén doing so it ensures that all hosts connected to any UMA
HA). As the HA is always involved in the communicationenabled mobile networks are not required to take part in any

B. Authentication, Authorisation and Accounting (AAA)

VI. CONCLUSION



[ Stage  HandOff Latency Throughput | [ Stage  HandOff Latency Throughput |

Stage 1 0.89 Secs  3.789 MSecs 9.06 Mbps Stage 1  3.16 Secs 461 MSecs 140.23 khps
Stage 2 0.84 Secs 3.482 MSecs  11.27 Mbps Stage 2 1.04 Secs 11.321 MSecs  11.04 MBbps
Stage 3 1.28 Secs  6.368 MSecs 8.84 Mbps Stage 3  5.48 Secs 637 MSecs 100.9 kbps
Stage 4 1.47 Secs  6.413 MSecs 8.81 Mbps Stage 4 1.89 Secs 22.432 MSecs 1.76 Mbps
TABLE | TABLE I
TESTING RESULTS- “STANDALONE” TESTBED TESTING RESULTS- “GLOBAL” TESTBED

form of mobility signalling themselves as the UMA enabled second testbed using wide area Internet access techemlogi
mobile router will perform this functionality on their bdha and distributed Home Agents that was intended to demoastrat
Supporting this capability ensures that any nodes condectéMAs suitability for immediate deployment over the exigtin

to UMA enabled mobile networks (such as Personal/Vehicleternet infrastructure. Using the UMA protocol we wereebl
Area Network nodes) need only be standard IPv6 hosts. Thisprovide MANET nodes with the benefits of global reacha-
in turn ensures that nodes connected to UMA enabled mobiliity via access networks including a satellite commutiara
networks can communicate constantly across the Interimgg uslink and a HSDPA cellular connection. This capability would
the same address regardless of their physical locatiohpuiit simply not be possible using any other existing proposed
their TCP sessions being dropped whenever a roam takedutions to this problem as it would require permission to
place. It also means that nodes in the MANETSs can be directhstall experimental software on the Access Routers of the
contacted from anywhere in the Internet, without having t@spective networks.

establish a prior flow of packets. In addition to these besefit Therefore by combining the properties of both MANET and
we also strived to ensure that the UMA approach did not affedEMO techniques we feel we have been able to produce and
the current Internet architecture by requiring any augetér demonstrate a versatile and efficient approach to extending
of the core infrastructure or in any access networks. Biie functionality of MANETS that is immediately deployable
achieving this aim we are able to present UMA as a mobilityithout any alterations required to the existing Intermeha
solution that is immediately suitable for use across IPwécture.
enabled networks. This is an important consideration since
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